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Communication Realities

« Many different communication media will be used, often In
combination with each other:

— Radio-based mesh networks

— Cellphone networks

— Fiber optic or leased wide area networks
— The Internet

 Different communication protocols (bits and bytes) will be used:
— DNP3
— ModBus
— SEP 2
— Web services

» One information model must be used for interoperability:
— |EC 61850 information model

* Cyber security must be provided
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Communication Issues

 If different communication protocols are used, they must be
translated in “gateways”

e Question on who would provide and maintain these
gateways:

— Implementers could provide them for larger DER systems

— Utilities could provide them for groups of smaller DER
systems, possibly within substations

« Cyber security requires the authentication of users and
devices, and must address confidentiality and privacy

— Cryptographic key management must be provided for all
DER systems with communications, whether utility-owned
or customer-owned
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Utility Provides Mapping Gateway for DER Interactions
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Facility DER Energy Management System Provides Mapping Gateway
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Level 2: Facilities DER Energy Management System
(FDEMS) to Manage Groups of DER Systems

FDEMS communicate with DER controllers to monitor, control, or request
actions. May include multiple layers of DER Management systems.
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« |EC 61850-7-420/90-7 Information Models should be used between the
DER controllers and the Facilities Energy Management Systems

* ModBus is predominantly used, while alternative protocols include SEP 2.0,
OPC/UA, and BACnet.

« MMS (61850-8-1) may be used in Europe
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Level 3: Utility and REP Information and Communication
Technologies (ICT) Interactions with DER Systems

Includes many different scenarios
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Level 3a: DER Systems in Substations
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Level 3b: DER Systems in Residences and Communities

DER Architecture for Residential and Community DER Systems
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Level 3c: DER Systems in Commercial or Industrial Sites

DER Architecture of Commercial and Industrial DER Systems
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Level 3d: DER Power Plants

( DER Architecture of DER Power Plants
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Level 3e: DER Virtual Power Plants (VPP)
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DER Architecture of Virtual DER Power Plants (VPP)
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Level 3f: Military

DER Architecture of Military Bases with DER Systems
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Level 3g: Microgrids — Grids that can become intentionally islanded,
but may remain grid-connected when financially beneficial

/ Microgrid Architecture

Retail Energy Provider
(REP) and/or DER
Aggregator

[Level 3: Utility and REP

Information &
Communications (ICT)

Level 4: Distribution Utility
Operational Analysis and
Control for Grid Operations

REP DER & Load
Management
System

A

“DER SCADA”
System for Control &
J\ Monitoring
/
= =\
IEC 61850 over DNP3 /A o N

Sub Microgrid Energy

Microgrid Energy
Management System /1—_' Management Systems
|

Level 2: Facility DER Energy
Management System

(FDEMS) (microEMS)
A [
\ | '
3 :( Level 1: I I
T 5 I ] Autonomous cyber- PV Battery Diesel
— . .| physical DER Controller Controller Controller
Building DER Energy Y o | systems | | |
Management Systems \‘ EV Charging | ,' PV Diesel =ub
. s | microgrid
. Management Microgfid 'l Equipment | | Battery | | Generator L I
]

“ Systems Breakqr Sub Meter
“ = 1 | | n -
Building LAN % \ ECP ECP ecr S

- 4

Buildin .
& A) Vehicle Charging LAN
A}
Level 1: Autonomous T . ',--------.‘---------'------~‘
Building cyber-physical DER PV Controller Controller K ] Electric Vehicle Electric Vehicle )
Site Load systems \ 0 Supply Equipment | | Supply Equipment : Electric Vehicle
PV . Electric ] Parking and
X Battery Sub M . | | | | 0 ) L
Equipment - ub Meler Grid 0 ch Stat
quip @ . ¢ Sub Meter | Electric Vehicle | | Electric Vehicle | 0 arging Station
== (]
| | $
4

' ECP (=
\ ECP : =
AW =% Main Meter & \~ ECP ECP .
‘;‘ MiCrOgridBreaker LG I R R
at PCC /

-
J

Utility Grid

\\ I

Xanthus Consulting International




